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High-reliability organization - Resiliency engineering

 High reliability is not a destination, it's an o‘r}going
journey to increase adaptive capability an
resiliency.

* Resiliency is the answer in complex systems that
need to manage uncertainty.

 Situational awareness...focus on small signals
and mindfulness.

* Avoidance of complacency...continuously need
to organize.

* Need to adapt, improvise and be agile.

« Connective intelligence...property of the
system, not of its parts.
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Evolution of patient
safety thinking

Things that never happened before,
happen all the time.”

- Scott D. Sagan “The Limits of Safety”

!

Because things that never happened
before, happen all the time,” system
reliability has limits...and so focusing
only on system reliability will fail to
create system safety.

PATIENT SAFETY
EQIC /
EASTERN US QUALITY

Princeton Studies in Intemnational History and Politics

Scott D. Sagan

The Limits of Safety

Organizations, Accidents,
and Nuclear Weapons




Healthcare has irreducible complexity

« System complexity:
* Pieces of the system interacting in unanticipated ways.
 Dependency of different parts of the system on each other.

* Coupling: one part of the system can't act without another,
Inter-dependence.

* Resonance: risks are additive in a non-linear way.

« Emergence: risks appear with scarcity.

* Drip: safeguards themselves can be risks.

 Human limitations in capability and capacity to do work.

 Humans naturally drift or make micro-adjustments to account
for failing systems (Safety 3, Anti-fragility).
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Why reliability alone won't work in
HC delivery

INTERACTIONS
Linear Complex
".:; o Nuclear p!ants
= Power grids DNA q;@f\;
Chemical plants
Rail transport
0 Space mission
< Airways
-
o
8 Military adventures
O Assembly-line
Nining R&D firms
9 Manufacturing
§ Universities
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v" Human behavior: Non-linear, variable,
Interdependent, performance
dampening

v" Information: Hidden, siloed, inferred,
complex, indirectly accessed

v Rules & context: Fluctuating parts,
changing conditions and unforeseen
connectivity

v Resources: Limitations, time constraints

Resilience Engineering: New directions for measuring and maintaining safety in complex systems
Final Report December 2008 Sidney Dekker, Erik Hollnagel, David Woods and Richard Cook



Resiliency, not just reliability

“In complex environments (i.e.
where WAD is not WAI),
resilience often spells success,
while even the most brilliantly
engineered fixed solutions are
often insufficient or
counterproductive.”

- Gen. Stanley McChrystal
Team of Teams, 2015




Managing system complexity requires increasing our
adaptive capacity to respond and increasing system
resiliency

More focus going forward
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Three types of resiliency

Human

Tralning

resiliency

resiliency




Resiliency engineering in training

System reliability System resiliency

il Confirm Data Erasing o i
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[f] Do you wish erase the data permanently or dump & into the iBin?

Redundancy

Patient Identifiers

+ 1. Name il %
+ 2. Birthday LASEAE
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Resiliency is about rescue

Resiliency

« Same complication rates

* Different surgical outcomes

« Attributed to the ability to rescue pts
from complications

EQIC
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From the Michigan Surgical Collaborative
for Outcomes Research and Evaluation,
the Department of Surgery, University of
Mickigan, Ann Arbar. Address reprint re-
quests te Dr. Ghaferi at Michigan Surgi-
cal Collaborative for Outcomes Research
and Evaluation, 211 M. Fourth Ave., Suite
201, Ann Arbor, MI 48104, or at aghaferig
umich.edu.

V] EngU Med 2009;361:1368-75.
Capyright £ 2009 Massachasatts Medical Society.

The NEW ENGLAND JOUENAL of MEDICINE

“ SPECIAL ARTICLE ||

Variation in Hospital Mortality Associated
with Inpatient Surgery

Amir A. Ghaferi, M.D., John D. Birkmeyer, M.D.,
and Justin B. Dimick, M.D., M.P.H.

ABSTRACT

BACKGROUND

Hospital mortality that is associated with inpatient surgery varies widely. Reducing
rates of postoperative complications, the current focus of payers and regulators, may
be one approach to reducing mortality. However, effective management of compli-
cations once they have occurred may be equally important.

METHODS
We studied 84,730 patients who had undergone inpatient general and vascular surgery
from 2005 through 2007, using data from the American College of Surgeons National
Surgical Quality Improvement Program. We first ranked hospitals according to their
risk-adjusted overall rate of death and divided them into five groups. For hospitals in
each overall mortality quintile, we then assessed the incidence of overall and major
complications and the rate of death among patients with major complications.

RESULTS
Rates of death varied widely across hospital quintiles, from 3.5% in very-low-mortal-
ity hospitals to 6.9% in very-high-mortality hospitals. Hospitals with either very high
mortality or very low mortality had similar rates of overall complications (24.6% and
26.9%, respectively) and of major complications (18.2% and 16.2%, respectively). Rates
of individual complications did not vary significantly across hospital mortality quin-
tiles. In contrast, mortality in patients with major complications was almost twice
as high in hospitals with very high overall mortality as in those with very low over-
all mortality (21.4% vs. 12.5%, P<0.001). Differences in rates of death among patients
with major complications were also the primary determinant of variation in overall
mortality with individual operations.

CONCLUSIONS

In addition to efforts aimed at avoiding complications in the first place, reducing
mortality associated with inpatient surgery will require greater attention to the time-
ly recognition and management of complications once they occur.
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Rescue errors from becoming failures

* The ability to recover, “bounce back” and sustain
required operations under both expected and
unexpected conditions.

* Property of the relationships among components
rather than in the components themselves.

« Something a system does rather than something a
system has.

* Very much a result of human expertise, not
experience, in recognizing error, rescuing error
from turning into failure and containing the effects

of failure.
.v" Egl&m Resilience Engineering: New directions for measuring and maintaining safety in complex systems
b IMPROVEMENT COLLABORATIVE Final Report December 2008 Sidney Dekker, Erik Hollnagel, David Woods and Richard Cook



Resiliency engineering and 4 Rs
Recognizing

A[A

ReVe rse Catastrophic
——> Failure

Error, Rescue Restnct
hazardous Failure Spread
condition

Early Recognition and Rescue are the key to advancing
safety in complex systems

13



Resiliency in communication

Describe how to Recognize error Describe how to Rescue from failure

_ WARNING STOP

CLAMP the IV line BEFORE

Pump may not alarm when upenin the Pump door
blue key is partially clamped

Roller Clamp

CLOSED
Upon evaluation by Bio Med, it has been identified that the Alaris pump (8100)
may be missing internal components which function as key components in 5/22/3023
Ensure blue key on IV tubing preventing IV fluids from free-flowing. If the platen or the SEAR are missing or —
. o damaged, the free flow will occur when the chamber door is opened. One or both
is 100% undamPEd when of these parts have been identified as being missing in several Alaris 8100 pumps
A infusing where IV fluids free have free flowed into patients potentially causing harm.

Please see pictures below.

12/15/23 Pump With the Platen Pump Missing the Platen
N

NOT CORRECT

9, EQIC
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PM safety sweep

Individual room sweep

What are the biggest risks to mitigate
(meds, falls)?

Team huddle before PM shift change

What did not happen on the day shift
(omission errors) that needs to be
reassigned (i.e. CHG Bath, femoral line
removal, Foley out)?

NEEDS ATTENTION

1EAm

#Upp\e

TODAY!S DATE

TODAY'S GDALS

15
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Clinical risk mitigation teams

 Proactive teams that round
el to reduce clinical risk

T

M . C|ABSI: Support a CHG Bath
‘ « CAUTI: Remove a Foley

* FALLS: Toilet a patient
 HAPI: Turn a patient

EQIC
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Create a safe night

Evidence-based system to identify risk
overnight

* One study: The observed/
expected mortality ratio fell from
1.04 to 0.76.

* At sign out, pts are determined to be
watchers in the EMR

* At midnight, a clinical team reviews in
person all watcher pts

* Mitigate clinical risk in real time

EASTERN US QUALITY
IMPROVEME

NT COLLABORATIVE

An Inrerdisciplinary Approach o
Rizk Idenrificarion and Mitigation
far Hospiralized Patients

T -
| ST By —
el e e b
by L - ek
i =0 g r R e

https://patientsafety.pa.gov/psj/Pages/2020-3-5.aspx
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Leverage pts and families in rescue

Patient Education:
Adult Central Line

A central line Is & soft, flexible tube (catheter) that can be used to collect blood for testing or to give medicine through

» Ask your doctors and nurses DAILY why you need
your line and when will it be removed. Make sure that

@

all doctors and nurses caring for you clean their hands
with soap and water or an alcohol based hand rub
before and after caring for you.

EQIC
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aveln. The tip of the central line ends in a large vedn just ab

* You need to get medicines or flulds through
an IV tbe for & long pensod of tme.
* You need nutrition but cannot eat or absorh nutrkents.

What are the Risks?

Using any type of central line has risks to be aware of,

including:

» Catheter-associated blood stream infection.

» A blood clot that blocks the central line or forms
in the vein and travels to the heart.

= Bleeding from the place where the ceniral line was
inserted.

= Developing a hole or crack within the central line.
If this happens, the line will need to be replaced.

» Central line fadure.

What is a catheter-associated

bloodstream infection?

A bacterial or fungal infection may occur if these
germs travel down a “central line” and enter the blood.
If you develop a catheter-associated bloodstream
infection you may become ill with fevers and chillls or

the skin around the catheter may becomea sore and red.

These infections can be serious, and would be treated
with or

What can | do to help prevent mysalf

fram getting a catheter-associated

bloodstream infection?

» Please use the CHG bathirg cloth or solution
that is provided to you on daily basis

= Ask your doctors and nurses to explain why you
need the catheter and how long you will have it

CHEST
INSERTION

PICE LiNED

LINE PL,

c320-008

the heart fy I A

y be placed because:
= Thee weirs In your hands or anms are hard to sccess.

* You meed a bloed transfusion.

= You meed chematherapy or dialysis.

» Ask your doctors and nurses DALY why you need
wour line and when will it be rermowved. Make sure that
all doctors and nurses caring for you clean their hands
with soap and water or an slcohol based hand rub
before and after caring for you.

» If the bandage comes off or becomes wet or dirty,
tell your nurse or doctor immediately.

« Inform your nurse or doctor if the area around your
«catheter is sore or red.

» Yo should not towch the catheter or wbing.

« Do nat et family and friends whao visit touch the
catheter or the tubing.

= Make sure family and friends clean thesr hands with scap
and water or an alcohol-based hand rub befare and after
wisitireg you.

GROIN
IMSERTION

NECK
INSERTION



Three types of resiliency

Human Process

resiliency @ resiliency




Error management training

A learning strategy where the learner focuses on correct actions and does not pay much
attention to error recognition.

Examples of this are sequential, step-by-step instructions or conventional tutorials.

This approach aims to eliminate errors before they occur by placing barriers (forced
functions, two-step verification, redundancy of critical resources, checklists) between
steps that contribute to an error.

In this model, errors are dealt with mostly after they have occurred, where recovery may
or may not be discussed at all, and if so, is only focused on in relation to cataclysmic
errors.

Weaknesses:

« Learners receive little training on how to recognize they are getting close to making
errors or actual errors.

» Learners receive little support in rescuing from failure and/or containing error.

Y. EQIC

EASTERN US QUALITY
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Error management theory

 EMT is a brain-based learning strategy that utilizes active exploration and
explicit encouragement of learners to make errors during training as an
approach to more successful and resilient long-term learning.

* It sensitizes learners to what leads to error and what error looks like in its
various forms so it can be recognized earlier, faster and more efficiently.

« Enables a framework to rescue error - failure and how to contain failure.

* This theory exploits the fact that learners are motivated to understand and learn
from their mistakes.

EQIC

EASTERN US QUALITY
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Error management theory cont'd

* Learning strategy that promises to improve long-term retention,
emotional resiliency and contextualization of learning.

* Rather than avoid errors, learners are asked to embrace errors as part of
the initial events of learning.

* Learners are asked to understand what “wrong” is or identify errors, error
recognition, and how best to manage the error, or error recovery.

* Increases Level 3 Situational Awareness (Projection, Anticipation)

EASTERN US QUALITY
IMPROVEMENT COLLABORATIVE
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Error management learning paradigm

EQIC
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Obvious
errors
(Others)

Obvious
errors
(Others)

Obvious
errors
(Others)

Subtle
errors
(Self)

Error

recovery

Dror I. Medical Teacher, 2011, 33:1, 34-38
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EMT: Practical approach

ACLS ERROR Recognition

Instructions: Please Circle the Errors you notice being
done....

e Just-in-time videos

e CIRCULATION—too slow, too shallow, no recoil
too many stops, no board under, pulse checks t
long

¢ E MT C h eC klISt e VENTILLATION/OXYGENATION—too quick to
. intubate, ineffective mask ventilation techniqud
) O bVI O u S e rro rS hvpe:r:\.rentilation, using rm air, not intubating
vomiting pt
o S U bt le e r rO rS ® ELECTRICITY—not initiated fast enough, too
little/too much energy, shocking not indicated,
equipment not used correctly

 Simulation

* Recognition and
rescue

e MEDICATION—wrong drug, wrong dose, wrong
timing, wrong route

e THERAPEUTIC INTERVENTION—No DDx created

reversible causes (H’s,T’s) not treated.

 Contain

s ADAPTIVE—No clear team leadership, too loud
loss of situational awareness (time, reverse cau
prioritization, anticipation), lack of closed loop
communication, task overload, back up behavid
not present, crowd control, interruptions,
distractions (talking on their phone),

Y. EQIC

'. EASTERN US QUALITY
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Bag Mask Valve Error Recognition

Instructions: Please Circle the Errors you notice being done....

Improper Equipment Utilization:

O Type of Bag chosen (Paralyzed Pt 2 none self-inflating Bag, spont
vent non-self-inflating)

O Incorrect Modification (ARDS Pt = Peep Valve)

O Incorrect Size Bag chosen (Pt wt./Size = Correct Volume Bag)

O O; Reservoir: Corrugated Tubing not pulled open, Tubing
connected to wall, inadequate flow rate

O Mask: not enough air in mask, too small/big mask

Improper Technique:

O No mask seal obtained (pressure loss at mouth, nose)

O Improper mask placement (on eyes)

O Improper Jaw thrust (mushing mask into face)

O Improper one hand technique

O Improper two hand technique

O No oral/nasal airway used to relieve tongue obstruction

O incorrect placement technique of oral/nasal airway

0 Wrong size oral/nasal airway,

O No jaw thrust,

O No head extension, overly aggressive extension, inappropriate
extension)

O Respiration Rate (too fast, too slow)

[ Respiration Depth (too shallow, too deep)

O Respiration Synchrony (out of sync with breathing pt)
O Poorly positioned body habitus

24



EMT: Practical approach

Labeling Specimens

& X
CORRECT NOT CORRECT

Place label (i
directly
under cap

Wrinkled Cinched Twisted

Written l

Ov 3 Turtleneck

. 3

=il

N4

UL
e
o 00

with the
name at the
top and the

barcode

straight!

G-t‘l!w'l

Leave a visible
window to see
the blood!

Use S.T.A.R. (Stop, Think, Act, & Review)
when labeling specimens

-
B
=t
=
=i
el

Mislabeled tubes create delay in patient results and
*Every label needs a tube and every tube needs a label inefficient workflows

' EQIC "
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Unit-based practices to advance resiliency

Unit-based resiliency

* Buddy systems

* Cross-unit rounding

* Geographic modeling
* Unit group chat




Ve

)

In-situ
simulation FMEA

* Pre-occupation with failure by challenging
assumptions (WAI vs WAD).

* Deference to expertise by utilizing front-line
staff as opposed to midlevel or senior
leadership.

« Sensitivity to operations (run in the actual
environment of care, unearthing more
subtle LSTS).

* Reluctance to simplify (captures system
complexity like emergence and resonance).

« Commitment to resiliency by building in
rescue mechanisms.

EQIC

EASTERN US QUALITY
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Review

Failure Modes and Effects Analysis Based on In Situ
Simulations: A Methodology to Improve
Understanding of Risks and Failures

Stanley Davis ', William Riley ', Ayse P. Gurses !, Kristi Miller ', Helen Hansen '

Kerm Henriksen, James B Battles, Margaret A Keyes, Mary L Grady, editors.

In: Advances in Patient Safety: New Directions and Alternative Approaches (Vol. 3: Performance
and Tools). Rockville (MD): Agency for Healthcare Research and Quality (US); 2008 Aug.
Advances in Patient Safety.

Affiliations + expand
PMID: 21249922 Bookshelf ID: NBKA3662
Free Books & Documents

Excerpt

Health care failure modes and effects analysis (FMEA) is a widely used technigue for assessing risk
of patient injury by prospectively identifying and prioritizing potential system failures. In this study,
we conducted in situ simulations at a major suburban hospital as a novel method to discover latent
conditions and active failures and to prioritize these based on the potential severity of risks
associated with them. Process failures were analyzed for likelihood, severity, and discoverability of
occurrence using the FMEA. We developed a high fidelity simulation by creating scenarios based
on actual sentinel events. We then used an event-set model in the scenarios and conducted 10
simulation trials with 200 participants. These data were then categorized and used to create risk
priority numbers as part of the FMEA process. Our findings allowed us to identify the primary failure
modes and were consistent with the Agency for Healthcare Research and Quality (AHRQ)
TeamSTEPPS™ training categories.

27



Facilitator questions

 What is the downtime procedure for this step?
(Actually get out the downtime material and do the
step. Note your questions along the way.)

 What is the next step or steps that happen in parallel?
(Be granular.)

* |s there a difference between what we think we
will do vs. what we actually will do?

 What are the hazardous or “at-risk” conditions, and
current workarounds in place that could quickly fail
during downtime and become “fault” conditions?

« At each process step, ask:
 How could this downtime step fail?
 How would we know if this step is failing?
« What would we do to recover if this step failed?
* Could we contain failure if necessary?
v'.‘ EQIC - If itis a critical task; is there redundancy built in?

IMPROVEMENT COLLABORATIVE




Three types of resiliency

Process

Tralning

resiliency

resiliency




Humans are a source of system resilience

Humans are a part of the S-T System James Reason

that is healthcare. **\ -, ;.

Their ability to recognize errors, adapt THE HUMAN
and compensate from errors turning

Into failure, to rescue and adjust is key

_ CONTRIBUTION

to System Resiliency, which enables HEROIC RECOVERIES -

the system to reach its outcomes.

a EQIC
\ EASTERN US QUALITY 30
IMPROVEMENT COLLABORATIVE



Make your staff more resilient:
Adopt the Missouri Model for 29 Victim Support

¥ Health Care

FIND A DOCTOR CONDITIONS & TREATMENTS LOCATIONS YOUR VISIT PAY YOL d PSyC h O log i Ca l F i rst Ai d

HOME / ABOUT MU HEALTH CARE / QUALITY CARE AND PATIENT SAFETY / OFFICE OF CLINI¢ ° ReSi li e n Cy I n St reSS Eve nts ( R I S E) Tea m
forYOU Team

Our forYOU team has been recognized nationally as a

* Proactive Reach Out of team trained for

leader in supporting our caregivers. We are often front-line clinicians involved in safety

contacted by health care providers outside MU Health Care . .

who would like to learn more about our research or use events (M ISSOUYI MOdel)

our materials as a model for developing similar programs.

Please feel free to use the information and materials on e Enabled referral of Coueag ues to

these pages, including our brochures. For more . . . g

information, please email us or call us at 573-884-2373. PsyChOlog|Cal F”‘St A|d Tra|ned Staff
Susan Seott, PhD, RN, CPPS, FAAN through our event reporting platform

Adjunct, Associate Professor of Nursing at Sinclair School of
Nursing University of Missouri Health System

« 300% increase in two years in utilization
of these resources

Y. EQIC
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Gamification: Fun at work
Increases resiliency!

Recognize and reward
Wheel of names: https://wheelofnames.com/

' . EASTERN US QUALITY
IMPROVEMENT COLLABORATIVE


https://wheelofnames.com/

Gamification

How to use interactive lessons with Kahoot! in class and beyond

Instruct in class and virtually Pre-assess knowledge

Introduce new topics
Gather insights that will help you plan your

In the beginning of your kahoot, present some Kahoot! can be used to teach interactive lessons
key points to introduce new content 5o students and engage students both in class and in virtual interactive lessons in the best possible way,
have a better idea of what to expect in this lesson. or hybrid learning. aligned with where a class currently stands

Instantly assess learning Recap on learning content

Increase participation
Add a slide with key points of topics you've

Increase focus and motivate students to With real-time reports, Kahoot! can help you
participate with interactive questions such as instantly assess how the class feels about a topic covered to help students remember the most
quiz, poll, type answer, and more. so you can adjust your interactive lesson. important information from the lesson.

Foster students' creativity

Reinforce knowledge after lessons
Encourage students to create their own kahoots. It's a great way to improve

Assign student-paced challenges that learners can complete to study and
practice to reinforce knowledge after your lesson. their creativity, research and presentation skills!

¥ EQIC
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* Focus on context to
reduce rule-based errors

* Leverage competition
* Kahoot

33



How do we measure resiliency?
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IMPROVEMENT COLLABORATIVE




\

Time to rethink zero...

i terning peint in pirtlent safety. this Boak will unleash the powes and talont of
health sy i pursuit of satety and experience.”

A, MARE HARRSGON, MO, President sed CEQ, Intermaoussain Heslthcare

ZER©
HARM

HOW TO ACHIEVE PATIENT AMD
WORKFORCE SAFETY IN HEALTHCARE

Edited by
Craig Clapper, PE
James Merlino, MD

Carole Stockmeier
of Press Ganey

EQIC
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Catalyst

JOURNAL v EVENTS Vv INSIGHTS COUNCIL v TOPICS v ABOUT  PUBLICATIONS Vv Q

IN DEPTH f¥Yin®

Zero Harm in Health Care

Authors: Tejal K. Gandhi, MD, MPH, CPPS, Derek Feeley, and Dan Schummers  Author Info & Affiliations

Published February 19, 2020 | NEJM Catal Innov Care Deliv 2020;1(2) | DOI: 10.1056/CAT.19.1137 | VOL.1NO. 2
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Zero Harm in Health Care

Authors: Tejal K. Gandhi, MD, MPH, CPPS, Derek Feeley, and Dan Schummers  Author Info & Affiliations

Published February 19, 2020 | NEJM Catal Innov Care Deliv 2020;1(2) | DOI: 10.1056/CAT.19.1137 | VOL. 1 NO. 2

no g »
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Counting for resiliency...

 Preventative Harm, Not Zero Harm

* Metrics:
* Days with rescue
Utilization metrics
Time for system issue resolution
# Rescue moments (reassignments)
# System fixes
Great catches (S-T failures)
Great saves (Vigilance & Saves)
% GC/Total event reporting
Grading of action items

36



Oren Guttman
Oren.guttman@dJefferson.edu
Oren.guttman@gmail.com
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